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Scenario

• A nonprofit org posts in annual report to its website and 
sends out a blast email to its members with a link.

• Almost immediately, staff find and fix an error with the 
financials in the report.

• Hours later, they notice the URL in the email is still 
loading the original report with the error.

*Nonprofit’s website is running on Apache + Varnish



Scenario

• Original filename: 2026_annual_report.pdf

• Replacement filename: 2026_annual_report_0.pdf

• Varnish is caching original file for 1 year



Cache-Control Header

• Header instructs external caches how to behave
• External caches: Varnish, CDN, browser, etc.

• Examples:
• max-age=300, public

• must-revalidate, no-cache, private

Learn more:
https://developer.mozilla.org/en-US/docs/Web/HTTP/Reference/Headers/Cache-Control



Cache-Control (Dynamic Content)

/admin/config/development/performance

max-age=300, public



Cache-Control (Static Assets)

# Requires mod_expires to be enabled.

<IfModule mod_expires.c>

  # Enable expirations.

  ExpiresActive On

  # Cache all files for 1 year after access.

  ExpiresDefault "access plus 1 year"

  <FilesMatch \.php$>

    # Do not allow PHP scripts to be cached unless they explicitly send cache

    # headers themselves. Otherwise all scripts would have to overwrite the

    # headers set by mod_expires if they want another caching behavior. This may

    # fail if an error occurs early in the bootstrap process, and it may cause

    # problems if a non-Drupal PHP file is installed in a subdirectory.

    ExpiresActive Off

  </FilesMatch>

</IfModule>

[docroot]/.htaccess

max-age=31536000



Detour into Philosophy

• Should user-uploaded file names be reusable?

• E.g. 2026_annual_report.pdf



Reusing File Names

• Caching Considerations
• How can all layers of external cache be invalidated?

• Drupal Core Behavior
• By default, user-uploaded file paths cannot be reused

• Orphaned managed files are never deleted*
• See https://www.drupal.org/node/2891902 (since D8.4.0)

*2026_annual_report.pdf will continue to be available to anyone with the URL

https://www.drupal.org/node/2891902


Replacing Media Entity Files

https://www.drupal.org/project/media_entity_file_replace



External Caching

• Need to invalidate Varnish and browser cache



External Caching

https://www.drupal.org/project/varnish_purgehttps://www.drupal.org/project/purge



External Caching

https://www.drupal.org/project/purge_file



External Caching

• Varnish invalidation is solved, but what about browsers?

• Browser cache can’t be invalidated

• BUT Cache-Control header can instruct to check first



Max-age

• max-age value is relative to the server, NOT the browser
(or external cache)
• A max-age value is evaluated based on the first time Apache served 

the file.

• The first time your browser received the asset is irrelevant.

• Once max-age has been exceeded, it will behave like no-cache 
(check upstream before serving from cache).

• E.g. If Apache serves an asset with max-age=3600, at 13:00 UTC, 
all external caches will serve cached copies until 14:00 UTC. After 
14:00 UTC, all external caches will behave as if no-cache is set.



No-cache

• no-cache 
• Response can be cached

• Response must be revalidated with origin before used

• E.g. You can use - but check first

Once max-age has been reached, then behavior is no-cache



Cache Revalidation

Server Browser

GET /asset.png

HTTP Response: 200 [with payload]
Last-Modified: Wed, 14 Dec 2022 23:07:59 GMT

Initial
Request



Cache Revalidation

Server Browser

GET /asset.png

HTTP Response: 304 [NO PAYLOAD]
Last-Modified: Mon, 16 Jan 2022 12:07:32 GMT

If-Modified-Since: Mon, 16 Jan 2022 12:07:32 GMT

Server Browser

GET /asset.png

HTTP Response: 200 [with payload]
Last-Modified: Mon, 16 Jan 2022 12:07:32 GMT

If-Modified-Since: Wed, 14 Dec 2022 23:07:59 GMT
Asset
modified

Asset NOT 
modified

Subsequent
Requests



Last-Modified vs ETag

ETag Last-Modified

Value 
representation

Hash of content, modified 
timestamp, size, etc

Date/time resource was modified on 
server

Data type An opaque string
E.g. “675af34563dc-tr34”

An HTTP-date
E.g. “Fri, 12 Jun 2026 18:40:51 
GMT”

Resolution High precision Limited to 1-second granularity

Priority Takes precedence over 
Last-Modified.

Used as a fallback if the ETag is 
missing.



One more trick: s-maxage

• s-maxage is max-age but exclusively for shared cache

• Shared cache = Varnish, CDN, etc.

• Shared cache ≠ Browser (e.g. private cache)

E.g. Cache-control: max-age=60, s-maxage=3600, public

• Shared cache max-age is 1 hour 

• Private cache max-age is 1 minute



Cache-Control for Static Assets

<IfModule mod_headers.c>

 <FilesMatch "\.(ico|jpg|jpeg|png|gif|webp|avif|txt|pdf)$">

  Header set Cache-Control "max-age=0, s-maxage=3600, public"

 </FilesMatch>

</IfModule>



Scenario

• File is replaced with identical file name, 
2026_annual_report.pdf

• Varnish is purged (Purge File)

• Browsers revalidate requests (Cache-Control header)

• Users instantly see corrected Annual Report PDF.



What about JS and CSS Files?

• JS/CSS files should be defined and attached via 
Drupal’s Libraries system
• https://www.drupal.org/node/2274843

• Core appends a cache-busting string



What about JS and CSS Files?

my_module/css/red-text.css:

.text-content {

  color: red !important;

}

my_module/my_module.libraries.yml:

global-styling:

  css:

    theme:

      css/red-text.css: {}

my_module/my_module.module:

function libraries_test_preprocess_page(&$variables) {

  $variables['#attached']['library'][] = 'my_module/global-styling';

}



What about JS and CSS Files?

• Cache-busting string is automatically appended:

• Cache-busting string is regenerated on cache-rebuild



What about JS and CSS Files?

• D10.2.0 added “asset.query_string” service
• https://www.drupal.org/node/3358337

core/lib/Drupal/Core/Asset/AssetQueryString.php:

  public function reset(): void {
    // The timestamp is converted to base 36 in order to make it more compact.

    $this->state->set(self::STATE_KEY, base_convert(strval($this->time->getRequestTime()), 10, 36));
  }

https://www.drupal.org/node/3358337
https://www.drupal.org/node/3358337


What about JS and CSS Files?

• When aggregation is enabled, no cache-busting string is 
appended

• E.g. https://drupal-camp-asheville26.ddev.site/sites/default/files/js/js_e8kUYOFpEQBFV1fZnr-
5m0heHHPX34zpG3X59RrICMM.js?scope=header&delta=0&language=en&theme=olivero&include
=eJxdjmsKwzAMgy-Uxxl2kuImojXz4uC67Y6_DFoG-
yWhTwhRfXGbXFVmsnxpcgPSqgeMm6N5mHmZOnfk24Sig7x9J8nV9k6Sfkm8dkbJcGMqzgeicHsGlW
FN8wayssaTK8L_B2yFOh7ffx8BNEBZ



What about JS and CSS Files?

• Aggregated URLs are generated based on assets 
• Don’t need cache-busting query string

• Behavior hinges on library version declaration

global-styling:

  version: 1.2.3

  css:

    theme:

      css/red-text.css: {}



What about JS and CSS Files?

• If no library version is declared, then by hashed 
file_get_contents() value

• If library version is declared, then by version
• Don’t forget to increment library versions if declaring!

• Or maybe don’t declare a library version to begin with?

• Beginning on D11.4.0, library version will be 
disregarded in favor of a hashed file_get_contents() 
value



What about JS and CSS Files?

https://www.drupal.org/project/drupal/issues/3589208



Static Asset Cache Buster

https://www.drupal.org/project/static_asset_cache_buster



Static Asset Cache Buster

• Cache Buster Query String:

function _static_asset_cache_buster_get_cache_buster_query(string $timestamp): array {

  return [

    'cb' => substr(hash('md5', $timestamp), 0, 8),

  ];

}

• Result e.g.: 2026_annual_report.pdf?cb=9e94c91c



Static Asset Cache Buster

• Use either a “Path wildcard” or a “URL wildcard” 
invalidation type for Purge configuration

• By default, 2026_annual_report.pdf will be purged
• 2026_annual_report.pdf?cb=9e94c91c will not be purged

• Using wildcard will purge 2026_annual_report.pdf*



Practical Considerations

• Always perform end-to-end testing with caching 
changes.
• Specifically test cache invalidation.

• Major browsers appear to cache JS, CSS, fonts, and 
images

• Firefox and Edge cache but validate PDFs

• Safari doesn’t cache PDFs

• Chrome??
• “Your organization has blocked the use of DevTools on this 

page”



Baseline Recommendations

• It depends…

• If filenames cannot be reused

• Then you probably don’t need to do anything

• If filenames can be reused

• Media Entity File Replace + Purge File + Cache-Control [OR]

• Media Entity File Replace + Purge File + Static Asset Cache 
Buster



Related Media Modules

• https://www.drupal.org/project/media_download

• https://www.drupal.org/project/media_entity_download

• https://www.drupal.org/project/media_link_enhancements

• https://www.drupal.org/project/media_entity_link

• https://www.drupal.org/project/orphaned_files

https://www.drupal.org/project/media_download
https://www.drupal.org/project/media_download
https://www.drupal.org/project/media_entity_download
https://www.drupal.org/project/media_entity_download
https://www.drupal.org/project/media_link_enhancements
https://www.drupal.org/project/media_link_enhancements
https://www.drupal.org/project/media_entity_link
https://www.drupal.org/project/media_entity_link
https://www.drupal.org/project/orphaned_files
https://www.drupal.org/project/orphaned_files


Questions? Comments?



Thank an organizer!
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